LANCOM

LANCOM Data sheet - Switches SYSTEMS

lancom-systems.com

LANCOM GS-2326P

Manageble 26-port Gigabit Ethernet switch with Power over
Ethernet for reliable networks

- High performance for a reliable network infrastructure of medium-sized enterprises
and branch offices

- PoE support based on IEEE 802.3af/at for an efficient and central management of
the power supply

- Security due to configurable access control on all ports based on 802.1X
- Secure remote management with TACACS+, SSH, SSL, and SNMPv3

- Comfortable integration into LANCOM monitoring tools such as LANCOM LSM and
LANmonitor

- IPv6 and IPv4 support for modern corporate networks
- 5-year warranty on all components
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Zero-touch deployment

Quick and easy network integration of the switch as well as automatic assignment of
the configuration—without manual configuration. For installations based on the LANCOM
Management Cloud, switch receives the correct configuration immediately after network
authentication.
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Security

Secure Shell Protocol (SSH) SSH for a secure remote configuration

Secure Sockets Layer (SSL) S to encrypt HTTP connections; advanced security for browser-based configuration via web nterface

\EEES020X  IEEE 802X access contrl on all ports; RADIUS for authentication, authorization and accounting with e.g. MDS
hashing; guest VLAN; dynamic VLAN assignment

PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks

Potsecurty L Locking of MAC addresses to ports; miting of the number of leared MAC addresses

Poowceguad ¢ Blocking access for legal P addresses on specificports

ecessconwollists Drop orrate imitation of connections based on source and destination MAC addresses, YLAN 1D, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag

RADIUS/TACACS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGSs

SormContol MucastfBroadcast/Unicast storm suppression

lsolatedGrop  Alows certain ports to be designated as protected. Al other ports are non-isolated. Traffic between isolated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.

Performance

Switching technology Store and forward with latency less than 4 microseconds

MACaddresses  Supportof mex8KMACaddresses

Toughput Vax.52Gbpsonthebackplne

Maximum packet processing 38,69 millon packets per second (mpps) at 64-byte packets

‘Single IP Management (SIP)  Supports stacking of up to 16 devices, several switches can be managed via one padcress

W Port based and IEEE 802.14 tag based VLAN with up to 4,093 VLAN; Supports ingress and egress packet fterin
port based VLAN

umboframesupport  JumboframesupportwithuptoSkframes

PoE with IEEE 802.3at

Ports 24x |EEE 802.3at PoE ports (compatible to IEEE 802.3af powered devices), limited by the maximum PoE power
supplied
Power 185 W total power with dynamic load balancing on all ports
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PoE with IEEE 802.3at

Status information Monitoring via LED, displaying the actual power consumption per port in web interface

Energy efficiency (Green Ethernet)

Energy detection Energy efficiency according to IEEE 802.3az. Automatically turns off power on Gigabit Ethernet RJ-45 port when
detecting link down or Idle of client. Active mode is resumed without loss of any packets when the switch detects
the link up

Cable length detection Adjusts the signal strength based on the cable length. Reduces the power consumption for short cable

Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using

STP / Multiple STP Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP)

Link Aggregation Control Protocol Support of 13 groups containing up to 16 ports each according to IEEE 802.3ad

(LACP)

VLAN Support for up to 4K VLANSs simultaneously (out of 4096 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANs
or MAC adresses

IGMP multicasts IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 256 multicast groups;
source-specific multicasting

IGMP querier Support of multicast domains of snooping switches in the absence of a multicast router

\oMPproxy  IOMPprowtopassIOMP messages throush
Generic VLAN registration  VLAN registration with GVRP according to [EEE 802.1q for autometic delivery of VLANS in brdged domains
DHCPRelay Agent  F Relay of DHCP broadcast request todiferent LANs
‘Supported DHCPoptions - SoMePoptones

- DHCP option 67
- DHCP option 82

Interfaces
Ethernet - 24 TP ports 10/100/1000 Mbps
- 2 SFP slots 100/1000 Mbps
-> 26 concurrent Ethernet ports in total
Console port RJ45 configuration port for command line access

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
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Management and monitoring

Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 25
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list
SNMP SNMP management via SNMPYI, v2c or v3 with support of raps. User-based securty modelfor SNMPY3 (USM)
Diagnosis 1 Diagnosis from the switch with PNG and cable dlagnosis
Frmwareupdate - » Update via WEBconfig and browser (HTTRHTTPS)

- Update via TFTP and LANconfig
- Dual firmware image to update during operation

Secure Copy Securely import and export files

DHCPeient  Autometicassignementof the management P adcress by DHCP
NP Automatic tme settings with Simple Network Time Protocol SNTP)
fow  Standardformonitoring of high-speed-networks. Visualization of network use, accounting an analysation o protect

your network against dangers

Hardware

Weight 8,6 Ibs (3,9 kg)
owersuply  temalpowersupplyunit(00-240v,50-60t)
Envionment  Tomperaturerange 0- 40° C; humicity 10 90% non-condensing
Mosng Robust metal hoiing, 19° 1 (442 x 44 x 300 mm > W x H x D) with removable mounting brackets, network

connectors on the front

s
“Power consumption (max) - ow
Software

LCOS version based on LCOS SX 3.34
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Software

Software Lifecycle Management After discontinuation, the device is subject to the LANCOM Software Lifecycle Management. Details can be found
at: _www.lancom.de/lifecycle

Anti-backdoor policy Products from LANCOM are free of hidden access paths (backdoors) and other undesirable features for introducing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE
North America FCC/IC
*) Note The full text of the specific Declaration of Conformity is available at the following Internet address:

www.lancom-systems.com/doc

Supported IEEE standards

IEEE 802.1AB Link Layer Discovery Protocol (LLDP)

eesozme L WopwED
EeEsoztad  aiawgang
‘Eesozd b waCEridgng
EeEsozid  seawimgTee
EeEsozte  Clssofsewice
EeEso2ia  wLN
‘Eeeso2ts Multple Spanning Tree Protocol (MSTR)
‘EeEsoztw Repid Spamming Tree Protocoll GSTPL
EeEso2ix PortBased Newiork Access Contral
EeEsozs  tOBaseTEbemer
‘EeEsozsab  f000BaseTXEhemet
‘EeEsozsad | Unk Aggregation Control Protocal (LACP)
‘Eeesozsat Powercver Ethernet (PoB)
‘EeEsozsat Powerover Ethernet Plus (PoEx)
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Supported IEEE standards

IEEE 802.3u 100Base-T Ethernet
IEEE 802.3x Flow Control
IEEE 802.3z 1000Base-X Ethernet

Supported RFC standards

RFC 854 Telnet Protocol Specification

oz Bl
RCS  SWWeGenereTrps
Reces BidgeMe
RCeS  SmpleNeworTmeprotocol (NTR)
2ozt Remote NetworkMonitoring MIEV2 RMONVD
Rc2283 medacemB
R swoNmEe
w2 WTTP Authenticaton
Rc2ees BremetlieME
Rc2674  EEEsolipand EEESO2iqBrdgeME
Recoms Mypertext Transfer Protocol Secure (HTTPS)
Recome Remote Network Monftorng MIB (RMON)
Rrc2863  efceGroupMBusmgsMv2
Rec2033  owems
Recaots wovie
Recama Userbased Securiy Model for SNMPYE
RFC3a1s  ViewbssedAccessComtolModelforswwe
Recast PowerEtvemetMB
Recasss fhemetLkeMB
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Supported RFC standards

RFC 4133 Entity MIBv3

weoams ¢ mageMs
ReCas1  TheSeoueShelPowcolAchiectre (SSH
wecasss b RADIUS Authentication ClentMB
Recs0 b RADIUS AccountngMB
weesste Multicast Group Mermbership Discovery M8
weoTss oHCPSMoopng

Scope of delivery

Manual Printed Installation Guide (DE/EN)
cale  Selonfiguatoncable,ism
e ECpowercod
to'brackets  Twol@'bracketsforrackmounting

Support

Warranty 5 years, for details, please refer to the General Warranty Conditions at:

www.lancom-systems.com/warranty-conditions

LANcare Advanced S Service package with security updates and support entitlement* until EOL and 5 years NBD advance replacement
(* support access required, e.g. support contract or LANCOM Service Packs 24/7 or 10/5), item no. 10730

LANCOM Management Cloud

LANCOM LMC-B-1Y LMC License LANCOM LMC-B-1Y License (1 Year), enables the management of one category B device for one year via the
LANCOM Management Cloud, item no. 50103

LANCOM LMC-B-3Y LMC License LANCOM LMC-B-3Y License (3 Years), enables the management of one category B device for three years via the
LANCOM Management Cloud, item no. 50104

LANCOM LMC-B-5Y LMC License LANCOM LMC-B-5Y License (5 Years), enables the management of one category B device for five years via the
LANCOM Management Cloud, item no. 50105

Accessories*

1000Base-SX SFP module LANCOM SFP-SX-LC1, item no. 61556
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Accessories*

1000Base-SX SFP BiDi module

LANCOM SFP-BiDi1550-SC, item no. 60201

Item number(s)

LANCOM GS-2326P

61474

LANCOM Systems GmbH LANCOM, LANCOM _Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or

Adenauerstr. 20/B2 descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
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